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ASUS Settles FTC Charges That Insecure Home
Routers and “Cloud” Services Put Consumers’

Privacy At Risk
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February 23, 2016
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Consumer Protection | Privacy and Security | Consumer Privacy | Data Security

Taiwan-based computer hardware maker ASUSTeK Computer, Inc. has agreed to settle Federal
Trade Commission charges that critical security flaws in its routers put the home networks of
hundreds of thousands of consumers at risk. The administrative complaint also charges that the
routers’ insecure “cloud” services led to the compromise of thousands of consumers’ connected
storage devices, exposing their sensitive personal information on the internet.

The propesed consent order will require ASUS to establish and maintain a comprehensive security
program subject to independent audits for the next 20 years.

“The Internet of Things is growing by leaps and bounds, with millions of consumers connecting
smart devices to their home networks,” said Jessica Rich, Director of the FTC's Bureau of
Consumer Protection. “Routers play a key role in securing those home networks, so it's critical that
companies like ASUS put reasonable security in place to protect consumers and their personal
information.”
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Blog: Got an ASUS router at home? Read this.

Another day, another news about a data breach, though this is something disconcerting.

Securing Your Wireless Network

For Businesses
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Decryption Device x 1

DDOS Solution x 2

Threat Intelligence x 1

Computer Name
A g Sy

System

Threat level 4 Windows 7 B 2JR (X86)

Web Security x 2

APT Solution x 3 CCleane TREATS

Virtual Network x 2

NETWORK

L EENE: File CCle e CC1l er.exe
If you have downloaded or updated CCleaner appliq - e

September 12 of this year from its official website, t

Vulnerability Assessment x 2 et Prces | supiconssmg | s o Cont | st | Ao
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Malicious Block Memory Block Inspector »

Endpoint Protection/Detection /Response x 3
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The End

which means...

The Beginning!

2018 Smart City Summit & Expo @Taipei

March 27t ~ 30t at Taipei World Trade Center, Nangang Exhibition Hall =



