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WannaCry $1ZRBEE

»WannaCry(WanaCryptOr % Wana Decryptor 20
2.0))BRmBARIEIE
P& FHRY Windows
Server Mess ag e Block We will have free events for users who are so poor that they couldn't pay E:%

( SM B) 1j HE )%/H Payment will be raised on How Dol Pay? 2::;

17411970 00:00:00 Payment is accepted in Bitcoin only. For more information, click <About {Greek
Please check the current price of Bitcoin and buy some bitcoins. For morg 5520

Ete rn al B I U e ° Time Left click <How to buy bitcoins>. - i:;::')e:-e

And send the correct amount to the address specified in this window. Korean

not so enough time.
You can decrypt some of your files for free. Try now by clicking <Decryp! Em

v & [tadBonsd)
But if you want to decrypt all your files, you need to pay. Croatian
You only have 3 days to submit the payment. After that the price will be d|Czech
Also, if you don't pay in 7 days, you won't be able to recover your files foy Danish

| I y e % After your payment, click <Check Payment>. Best time to check: 9:00am Latvisn
> / \%&$ " CVE-2017-0144 GMT from Monday to Friday. g:::hww
Once the payment is checked, you can start decrypting your files immediqPoituguese

*I:I MSl?-lO ° Your files will be lost on gum&"

Contact Stovak

1/8/1970 00:00:00 If you need our assistance, send a message by clicking <Contact Us>, Sparith
> ERADVM=E 995 iy
e FE Time Lef A i d his soft d disable yolyism
ime Left Ve strongly recommend you to not remove this software, and disable voVietnamess
Eﬂ E HH %7‘!: *? j: }_H_ \)I—:='ﬁ H for a while, until you pay and the payment gets processed. If your anti-virus gets
/‘ Fﬁ' / updated and removes this software automatically, it will not be able to recover your
Z =£
NARE# T Z A —
= = Send $600 worth of bitcoin to this address:
O 2 R E” AR - o |
A EE‘_ 13AM4VW2dhxYgXeQepoHkHSQuyENgaEbS4

—J
-
—J

files even if you pay!

Contact Us
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ID: 9608

MS17-010 Microsoft Windows SMB f3)Ak 5 &% &4 £ ¥
(4013389)
(CVE-2017-0143)CVE-2017-0144} CVE-2017-0145, CVE-2017-0146,
CVE-2017-0147, CVE-2017-0148) * 139

R

2
o) AE\ I

aEsait |t Py A2 Microsoft Windows P 695585 - ho i B R EEE M ke A
#) Windows SMBvl AR % » R ALE 6959 B 97 ik & A F R AT R A 45 -

%4k 38 3R A FZPHOCBABHEN  LH RLBARREMTEH  TRE2ENEE HT o
BE -RABRABHEMAYFELALEREEN L FHLEPH -

HRE R Remote

A E N/A

BEs4&y  |CVE-2017-0143, CVE-2017-0144, CVE-2017-0145, CVE-2017-0146, CVE-2017-0147, CVE-20

A2 48 http://twvdb. dragonsoft. com/detail. php?1d=9608
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Petya &i& & 5 WannaCry

> F BN ZRENEE Petya - 2017/6/275
AEIKIEE -

>3=R Petya AR ¥ SMBv1 &)
(CVE-2017-0144) - B45
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ID: 9606

ice ¥ WordPad 4% & X453 4T R A Bix%& 5 R®

SO
(CVE-2017-0199)

PR | % HMicrosoft & o P FABRERGRTRE - BEARETEF RO K XHAH
PRF ATE R KA « AT Z Sbfohk R 2% © Microsoft Office 2007 SP3 : Micro
soft Office 2010 SP2 ; Microsoft Office 2013 SP1 ; Microsoft Office 2016 ;: Micr
osoft Windows Vista SP2 : Windows Server 2008 SP2 : Windows 7 SPI : Windows 8.1

ZHER | R ZPHCEAABHEN B RLBRREMTH  TREDENFEHT A
R -RABAEBHENGOEPLPRALBARERLY R FHLREH -

8T R Remote

#ma®t |Gain Access

89 35 4 3% CVE-2017-0199

AMik s |http://twvdb. dragonsoft. com/detail. php?1d=9606
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Government Configuration Baseline
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CIS Controls

First 5 CIS Controls )
Eliminate the vast majority of =
your organisation’s 1: Inventory of Authorized and Unauthorized Devices
vulnerabilities

2: Inventory of Authorized and Unauthorized Software

3: Secure Configurations for Hardware and Software
4: Continuous Vulnerability Assessment and Remediation

5: Controlled Use of Administrative Privileges

Secure - -
Your
(o) izati . i lia ) .
e 6: Maintenance, Monitoring, and Analysis of Audit Logs
7: Email and Web Browser Protections

All 20 CIS Controls 8: Malware Defenses
>ecul L e gD e 9: Limitation and Control of Network Ports

10: Data Recovery Capability
11: Secure Configurations for Network Devices

12: Boundary Defense

13: Data Protection

14: Controlled Access Based on the Need to Know

15: Wireless Access Control

16: Account Monitoring and Control

CIS SecureSuite 17: Security Skills Assessment and Appropriate Training to Fill Gaps
Msmbehip 18: Application Software Security

19: Incident Response and Management

Become a member
Learn More -3 20: Penetration Tests and Red Team Exercises




IFEAH AR RR ERVE 214

ZEHAB L ERE(SANS)FR2016FE 2 CIS Controls for Effective Cyber Defense (Version 6.1)

Security Controls HHEAE 2558,
HERAIBETZEZUEMN
1 Inventory of Authorized and Unauthorized Devices REFHASTARARRTE
*BYOD (Bring Your Own Device)
RENFEITEASEMN
2 Inventory of Authorized and Unauthorized Software HITHEEEES
RIPERE
REHTEL MR E T
Secure Configurations for Hardware and Software on %;’;Eg;%g%;%m
Mobile Devices, Laptops, Workstations, and Servers SEREL R IE AR

. . - REMMITIS R IT
4 Continuous Vulnerability Assessment and Remediation S B T 22 L (3

fEREREEERF
" : . . BEHEEEEREE R
5 Controlled Use Administrative Privileges g%ﬁﬁzgiggézgﬁﬁﬁiﬁ
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2 A5
—r OQ,‘M'

ZIE23(IE ~ Chrome - Firefox *
Safari * Opera)

fa) 9 ©

PERERKRMNBRAT



TW GCB22EFHE

o] 1024 103% 1044 1054 1064 1074
Win Server
: 2008 R2 : :
" Win7 Win8.1 : Win Server
Z. 4
fERET 2g11m) ngfs) (34018) Win1o 2012/2016
(19018)
)55 52 IE8 IE1L Chrome Firefox Edge
FRER(11518) (1541E) (3018) J
: Juniper
PR ] Wl(rleslﬁ_;? Firewall Cisco Switch
) (4918)
Exchange
FERREL Server 2013  Outlook 2013  Apache
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GCB#x TR
BEE

GCB gHas i B H AfE s
EH e B Tyt gt e B FAE
1 Account Policy 9 0 9
2 Computer Settings 220 82 302
3 Firewall Settings 0 21 21
4 Internet Explorer 0 115 115
Account Policy
CCE-10760-7 R EH IR PASS
CCE-10562-7 B~ EH R PASS
CCE-10372-1 BNEEER PASS
CCE-10901-7 SR GIE R ER PASS
Computer Settings
CCE-10843-6 EARFEFFEA FALL
CCE-10548-6 Ve T R FALL
CCE-10750-8 HERETA FALL
CCE-10596-5 EELMER TR FALL
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Drages
RAMP 9 1% ¥4 ifn

W R
Ffi L 7

<>
GCB

DVM

arng
cpPU
RAM
TEM Be it

IR Rl

GlassFish Server Open Source Edition 4.0
Google Chrome

Google Update Helper

Java 8 Update 25 (64-bit)

Java Auto Updater

Java SE Development Kit 8 Update 25 (64-bit)

Microsoft NET Framework 4.5 S ich Sz sfie,
Microsoft NET Framework 4.5.1

MVSOL Installer - Community
<

Microsoft NET Framework 4.5 CHT Languag..

Microsoft Visual C++ 2010 x64 Redistributa...
Microsoft Visual C++ 2012 Redistributable (x...
Microsoft Visual C++ 2012 Redistributable (x...
Microsoft Visual C++ 2012 Redistributable (x..,
Microsoft Visual C++ 2012 x64 Additional R..,

Microsoft Visual C++ 2012 x64 Minimum Ru..
Microsoft Visual C++ 2012 x86 Additional R...

Microsoft Visual C++ 2012 x86 Minimum Ru...
Microsoft Visual C++ 2013 Redistributable (x...
Microsoft Visual C++ 2013 x64 Additional R..

Microsoft Visual C+ + 2013 x64 Minimum Ru,.,

JOYCE-PC

Oracle Corporation
Intel(R) Xeon(R) CPU E5-2620 0 @ 2.00GHz

61l44MB

Microsoft Windows 7 W #%tAR

o Ty
GlassFish Server Op..,
Google Inc,
Google Inc.
Oracle Corporation
Oracle Corporation
Oracle Corporation
Microsoft Carparation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoflt Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Oracle Corporation

AE

AR

42.0.2311.135
1.3.25.5
8.0.250
2.8.25.18
8.0.250.18
4,5.50709
4,5.50709
4,5.50938
10.0.40219
11.0.60610.1
11.0.61020.0
11.0.61030.0
11.0,61030
11.0,61030
11.0.61030
11.0.61030
12.0.21005.1
12.0.21005
12.0.21005
1.4.4.0

-
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PEFERD-GCBH T EZHRETEX
106 30I8HEEREZ B E

1 "RF : Administratoritk Sk EE 16 s@®l#ITREREIE o iR

2 RP . EFinRAMREEERD NI 17 {5 O] B2 R A N2 R F I 2R A

3 &P : GuestiEFikAE 18 BN BT ESEHMETEXK

4 1RFE . EFmmBERERERE 19 AEREREREE

5 ABEIN . RnFFERSID/ATEEE 20 EBRERSHR

6 MAEEFE . RAOFFSAMIR B FERE &5 2 21 DIB B REERIRERE

5 Microsof th8E8 A 1t « IR MER ZEEIH 22 FoERtE A/ EBR(KB)(Z2E M)
R RISMBE R 23 23 ECERtE K/ EBR(KB)(Z %)

8 FARIBE BN o _

9 AutoRUNEITEZES A 24 EEiFE K/ ER(KB)(Z4)

BEHNEA  EEBI PR EAEEEER

10 B0 0E B84 E st SR ARS R 25 =

MRS R Al BEHAEA

11 &P 5 E BAfE] 26 BB EA : AEKIZCTRL+ALT+DELSE

12 "R PIEERIE 27 BEEAEA  AZEKIZCTRL+ALT+DELsE

3 B EEES 28 BMBH IS BAR SR

R UN 14 2255 & = FHARR UIREE=F4=M 29 [BiE 15 0R & 19 & A AV

15 B & a fE FHAAIR 30 FERBERMANESEN
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6

6

366

370

DVM

DragonSoft Vulnerability Management® X 5534 1F B RS - B 25 hk7.5/128U/= F E A 1B/ RES

EASEHR

DragonSoft Vulnerability Management® th 3 55 2417 # R B2 - 1E A AR 7.5/512U/ = F S A2 42 /M i ==

EASERR

1

1

PERERR D
BRAT
hEREAER D
ARAE

$197,970
$441,625

372

374

376

GCB

am
o3

DragonSoft GCB BT E L HREIEZERBE - B 2K hR/128U/ = F B B 5/ MT i i B ik

[4]:3

DragonSoft GCB B & LRI ES - 1R 3R hk/256U/ = F B #T BAS 12 /M R AE E B IR

DragonSoft GCB BUF & Z RSB BS - 1M /5 12U/ 5 S B AT S 12 /MY IR B E B/ RR

hEREAERD
BRAT
hEEAERD
ABRAE
ShERERR D
BRAE

$248,731
$279,188
$350,254

378

379

381

383

EDR

DragonSoft EDR (1 i) i B B 17 i SR A8 - H 5k il /128U /S F BT IR /M IR EE
DragonSoft EDR (i i) i %A B 23 17 H R ES - (£ 2R AR /256 U/ S F E TS IR /M IRES
DragonSoft EDR (i i) i &4 B 25 17 HER A - AR AR /512U/ S F E RS IR /M IRES

DragonSoft EDR (B3 )l 24 B & 7 8038/ 25U/ S F BT IR/ M IREE

hEEREAER D
AIRRE
hEREAER D
AIRRE
hEEREEER D
AIRRE
hEEREER D
BRAE

$303,554
$323,858
$405,077
$506,600

384

386

388

RAMP

DragonSoft RAMPE = [& I sl B IR & -H R /128U/ S F E L 18/Mi S E EL %
DragonSoft RAMPE 2 [& iz il BIR T &-1E 2 HR/256U/= F & M B T 18 /M E E IR

DragonSoft RAMPE % Bl iR FT it E1E T & - IEAR AR/512U/ = F B BT 12/ M I E EEHR

PERERAR D
AIRRAT
PEREARD
AIRRT
hEEREEAER D
AIRAE

$619,290
$822,336
$1,015,230

390

392

393

DVM
THR

DragonSoft Vulnerability Management® O3 553 1F R A2 -F A AR HR/128U/= FE BT IR
DragonSoft Vulnerability Management® X S5 F B RS - (B 35T+ Akl /256 U/ = F BT EAS 12

DragonSoft Vulnerability Management® X 55415 B RS - IEAE T Ak bl /512U /= F BT A 12

PEREMAKRD
AIRRE)
hEEREER D
AIRRE)
hEREERR D
AIRAT

$147,208
$197,970
$279,188




SETES
O =Rk

EARERIEEMHE
ZBT14F rainycheng@dragonsoft.com
& 82 wenhuang@dragonsoft.com



