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1.4

WASC (Web Application Security Consortium)-#_d 3% % 7 3t

T 2B RS BHTES b Y QIR WSS
Web fi* f23% ch& 2 AP 2 BT ~ & 245l 0 U Z
He§ % afhrric b ¥~ 57 84 SO e 2 R A2 50
B AR xRt o 3k d WASC Threat Classification v2.0 >
Bz PRI PREFLFNMFLEEER) ELT L o

WASC Threat Classification v2.0: Attack list

¥ | ¥

1 # it & * (Abuse of Functionality)

2 % 8,2 s # (Brute Force)

3 ¥R IE

= (Buffer Overflow)
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¥ | TTHE

4 i # 2 b (Content Spoofing)

5 TR € 5 7Fsas 03f Rl (Credential/Session Prediction )
6 ¥ =k %r A s # (Cross-Site Scripting, XSS)

7 B5:b b %3 F(Cross-Site Request Forgery, CSRF)
8 re % pRi+(Denial of Service)

9 ip W F & 22 3 (Fingerprinting)

10 .58 1 3 ¢ & (Format String)

11 HTTP w & i ,J J& (HTTP Response Smuggling)

12 HTTP w & 4 & sz # (HTTP Response Splitting)
13 HTTP 3R i & (HTTP Request Smuggling)

14 HTTP 34 252 % (HTTP Request Splitting)

15 i i (Integer Overflows)

16 LDAP ;= » (LDAP Injection)

17 #R % ¢ £ ;2 ~ (Mail Command Injection)

18 %z F 7 ;L » (Null Byte Injection)

19 A SN T ITE k54 £ (0S Commanding)

20 B2 i5 & 2* (Path Traversal)

21 ¥ E R0 R i B (Predictable Resource Location)
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22 B E A% 7~ (Remote File Inclusion, RFI)
23 ¥ d 1% 1 sz ¥ (Routing Detour)

24 ¢ +& 7] T s ¥ (Session Fixation)

25 SOAP *&51]Z* (SOAP Array Abuse)

26 SSI /2 »~ (Server-Side Include Injection)
27 SQL ;= » (SQL Injection)

28 URL € =z ¥+ % * (URL Redirector Abuse)
29 XPath ;= » (XPath Injection )

30 XML A 14 Bgx (XML Attribute Blowup)
31 XML ¢t 35 %8 (XML External Entities)
32 XML § %89 3% (XML Entity Expansion)
33 XML ;£ » (XMLlInjection)

34 XQuery ;2 » (XQuery Injection)

FH KR At E AR

c.WASC Threat Classification v2.0

A LB T T ASE(F L B) s AT
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%5 WASC Threat Classification v2.0: Weaknesses list

¥t | 1T

1 B 278 3% 2.4 & Fx(Application Misconfiguration)

2 B 4%% 31 (Directory Indexing)

3 7 F afh % ki * 48 *Y(Improper Filesystem Permissions)

4 *E mﬁ%l * JeJ2 (Improper Output Handling)

5 7 3¢k 8 (Information Leakage)

6 ? % &1 51(Insecure Indexing)

7 et 473 3 B FR po# i s (Insufficient Anti-automation)

8 4% >3 X (Insufficient Authentication)

9 B > 172 K (Insufficient Authorization)

10 w5 R R 4% 247 X (Insufficient Password Recovery)

11 et A5\ e Ansk 7 22 b4 2 & (Insufficient Process Validation)

12 Session & # #41% >+ 7 X (Insufficient Session Expiration)

3 65 4 s 41% 2427 K (Insufficient Transport Layer
Protection)

14 P PR B2k 2 _7 § (Server Misconfiguration)

AR A FER

d.CWE / SANS Top 25
CWE (Common Weakness Enumeration)¥_¢ US-CERT

56

o



? e MITRE —‘éT"‘ MTEE G M RET R RN >33 B
#pw] o SANS (SysAdmin, Audit, Networking, and Security) £
LHEPRETAL 28RBS L OB R
FEFRINBTLE AT R P REERATE

> M3 o CWE / SANS Top 25 ;‘Ta{g MITRE Hc
SANS £ iF> £ g Fe] R* 2585 25 % § » 3%

ﬂa—r%\’ °

#6 CWE/SANS Top 25

W

@

SQL = » (SQL Injection)

Yép £ ;1 ~ (OS Command Injection)

R

¥ % % = (Buffer Overflow)

i =k %r A s # (Cross-site Scripting, XSS)

¥ £ ¥ 5 4 2 ¥ (Missing Authentication for Critical Function)

i 7 P24 %+ (Missing Authorization)

¥ R E &8 » (Use of Hard-coded Credentials)

AR MR £ 4 B 48 41 (Missing Encryption of Sensitive Data)

LU B e B A g %k @ (Unrestricted Upload of File with
Dangerous Type)
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W

T rA RFIAVEE mﬁi%l * (Reliance on Untrusted Inputs in a

10 _ o
Security Decision)

11 | 2 & 3y {7 48 *(Execution with Unnecessary Privileges)

12 | gk h & 3-#(Cross-Site Request Forgery, CSRF)

13 | B % & 2» (Path Traversal)

» T RSP A R Bt e 4 (Download of Code Without Integrity
Check)

15 | # & rrengzf (Incorrect Authorization)

6 ¢ 7 0 2biiE 2 2yl de |l a0 i (Inclusion of Functionality from
Untrusted Control Sphere)

17 #E & FRA DA Uy /% (Incorrect Permission Assignment for
Critical Resource)

18 | i * 3 Hi 'k 12 38 (Use of Potentially Dangerous Function)

1o % BB E R 4 2 F B 2 (Use of a Broken or Risky
Cryptographic Algorithm)

20 | ¥ % ~ ]3> 5 72 & #x(Incorrect Calculation of Buffer Size)

21 3 iR U 7 grensk 3 £ Bl(Improper Restriction of
Excessive Authentication Attempts)

- URL £ #7# = 1 244 i «h4 2k (URL Redirection to Untrusted Site

('Open Redirect))
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23 | A #eF B 3% (Uncontrolled Format String)

24 | B#GE e A% i Y2 (Integer Overflow or Wraparound)

25 | jeiE 4o P A 4o b osalt 45 gt (Use of a One-Way Hash without a Salt)
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g
m

Z Fp fﬁfrvﬂp&l‘ﬁa’ lé}q’f;ﬁ;ﬁ'ﬁ ERES e 1l) 7]3‘;1/)57)‘»/57°
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G gTR Y KA T 0 T RE i T g e
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A %8 *r PR32 (Cloud Software as a Service, SaaS)
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7K A ~ BPRE > 4r Google App Engine ~ Windows Azure
% AMAZON AWS : S3(Simple Storage Service) & -

C. 2 # 3% »& 77 pRjx(Infrastructure as a Service, laaS)
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