tstixEHREE

EBRA%E/Shafer Chiou
2017/12/12
REE RS B A8 & B

RS S R AR A




2000#& 5% d =

/\-':J;'A'\—:‘ N
AR(R)D P L g B
T ¥ it Ja s 2

Tatung Compan
g pany SR

TS
A

tsti kB AR

BRI

tsti KRt FEE

tatung system technologies inc.

TISNet

i sk S H

AR

1. B¥NERR@AYIING2008F7R - I A
CEENG: S E A E NG
2. 2013F1HERREFREABERRAT

e Since 2008

1. BKIIR19965F - AL _HERFHR -
2. 2015F7HIEXNHAKXRBHAR K AT
X&100%F 22T -

SaaS 2 - EEBEREARF
laaS/PaaS/SaaS &

=<l ==

B8 @tlﬁw\jb\: n%%i

—— R IIR 20124 - IREIEN N R B R

= - ERP/MES/CRMEFRRTSE2£REER -
SaaS # Tz 1%

ERP - CRM - MESE £ E & R A Ak 75



Agenda

BERIEE-NIFEEER

C BRI E-YERE 2B

—  BZATHEE

tstixRERAE



tsti kB AR

ABIEEE X

=

ZRIGHE




ER H5k A e 35

MR EEHERNENAEH - AT TERER ?

fEE B4R | 2H5EH 2017503 524 B 1241 | 48 S=8E, oA, 858

i

-'m low Ml - Like 0 m .
= : B ym. sw 3E @2 BB 25 ARIE HUGHSR @ f O

BUSINESS NEXT

Seisfie "HRK. B - EREASEHREN

by @ 2% 2017.10.05

v

rorors CONCEPT-|

) "I & ‘ A p ..‘.l v
fi ‘;‘ -*,d“ ‘V .' ..‘.,‘;.

B ) o - : v A = A ﬂ:';l\! -"
JA2E ) AREREAS  SHERAAASREEERHEREREAEEN NSO (55) | W |\ |
# - FRIE - \TEEREREZETESE - BRERNENEE RIZEERARA - | | |

B R E - Google

TOYOTA * Intel&E71EEEF & "ERH , RKRGHE

Eairosiz S s O AL =88 3 =2 A= A

5| tsti AR AR



YIHs4E (loT) B3

i o5 8 AT PR PR AR A MR R B AR
AT I T -
‘ C all Center ﬁ%@
@ ‘‘‘‘‘‘ & Bk A . F N
AR F5 45 X, /@’iﬁ",ﬁfﬂfﬁ\ 0/ = 3 e A — +§;{)ﬁuﬁ
- ¥ s o R RELRTRNLE
P R R RS A KA (R RCE K FRERRA (&R R0

Ié‘%ﬁ%

4o ' BMW -~ Lexus %

4o @ Progressive ~ All State (& $54%:1%) s
Mojio ~ Automotive ~ Zubie (& JLE B]) %

BARE P

_;ﬁ I:!FJLTH‘¥ $‘ j_—

(B T 35] £ B~ 23 3 48
[# % 1 5] k- Faelk s

J& R AR A%

oo IR M & k2
y {:?5ﬁﬁ

Smartphone App
AR AR R
N 5 32
2 TR ATE

£x )
k2 .

OBU (On Board Unit) & & H 2
OBD ( On Board Diagnostic) 2 &.:

L,;\gr 1
= b

s

Smartphone App

3 XTI SATE

«$i 14 o 48 1 A

O GekERE - HRE)

£ ~ MR -~ &

6 tstixmit AR

© 2015 & M T ¥ % it ¢'° S 2

Hl Eﬁ%‘%

15/11/23
RS ST



ER H5k A - BB 22 AR i

Security solutions providers vary
widely in approach, coverage and size.

(1) Identity Security
(2) Data Security
(3) Network Security
(4) Device Security
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IoT Suite Use Case : Vehicle Tracking

/ Social Media \

Azure IoT Suite

Enables 33
yOU to Connect assets Mine data

Addresses “

common
scenarios:

Administrator

Monitoring

Remote Monitoring Predictive Maintenance

ATBS AT100G_C
« Stolen vehicle recovery: Both consumer and commercial vehicles can be outfitted with GPS units to

allow police to do tracking and recovery.

« Fleet management: When managing a fleet of vehicles, knowing the real-time location of all drivers
allows management to meet customer needs more efficiently.

« Fuel Monitoring: monitor the fuel through tracking device (with help of fuel sensor connected to the
device).

 Distance Calculation: calculate the distance traveled by the fleet.
tStixREAnLE - OBDII - Plug and play interface which provides most of engine diagnostics information.
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g - Azure loT &Z *Device Security: Securing the 10T device while it is deployed in the wild.
*Connection Security: Ensuring all data transmitted between the IoT device
and loT Hub is confidential and tamper-proof.
*Cloud Security: Providing a means to secure data while it moves through,
and is stored in the cloud.

Azure loT Suite

Securely connect millions Qver a secure Internet To Microsoft Azure — built with
of devices... connection... security from the ground up.

o

Device Security Connection Security Cloud Security
+ Symmetric key * TLS 1.2 Based Handshake and * Device ldentity Registry
« X.509 certificate Encryption * Policy-based Authorization
« Choice of advanced cipher of Security Keys
suites
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Threat Model(Ei & BY%E ) : STRIDE
Spoofing(E&R): Impersonating something or someone else.
Tampering(E5£X): Modifying data or code.
Repudiation(&3): Claiming not to have performed an action.
Information Disclosure(&£8): Exposing information to someone not authorized to see it.
Denial of Service({E 4B Bk #%): Denying or degrading service to users.

Elevation of Privilege(45#): Gain capabilities without proper authorization

Component Threat(El 2 Mitigation

Risk

Implementation

(D)TLS (PSK/RSA) to

Device loT Hub b encrypt the traffic

Eavesdropping or
interfering the
communication
between the device
and the gateway

Security on the
protocol level. With
custom protocols, we
need to figure out how
to protect them. In
most cases, the
communication takes
place from the device
to the loT Hub (device
initiates the
connection).

16 tsti xR ARE
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Azure IoTEZ#iffl- KEIEZE

TATUNG Cloud
- loT Platform

Product Innovation

Smart Appliances :
Air Conditioner DC Fan
Dehumidifier Al Cooker

Home Safety Device

17| tstiABtF#E

I Air purifier

Home Security Device

X E

Microsoft Azure
service

«» | Encrypted communications
SSL 3.0/TLS 2.0 2048b
AES 256 Encryption

TATUNG Cloud

Service Innovation

1. Integrate Azure loT : Provisioning, Data Collect, Analysis...
2. Backend service : Account/device/Firmware upgrade...etc
3. Push Notification ( Prevention / Proactive service )

4. Integrate with customers application and provide after

service, customers care...etc.
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