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M‘E”t Twenty Critical Security Controls for
o Effective Cyber Defense

* CIS Ciritical Security Controls - Version 6.1
— CSC 1: Inventory of Authorized and Unauthorized Devices
— CSC 2: Inventory of Authorized and Unauthorized Software

— CSC 3: Secure Configurations for Hardware and Software on
Mobile Devices, Laptops, Workstations, and Servers

— CSC 4: Continuous Vulnerability Assessment and Remediation
— CSC 5: Controlled Use of Administrative Privileges

— CSC 6: Maintenance, Monitoring, and Analysis of Audit Logs

— CSC 7: Email and Web Browser Protections

— CSC 8: Malware Defenses

— CSC 9: Limitation and Control of Network Ports, Protocols,
and Services

— CSC 10: Data Recovery Capability
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S AMOSAn GCB Doctor (GCEB Configuration & Check) = |EI|5|
HE i I8 iHEs mioiE #Bs HS
kx Py M Hosgt Status 21 Account Policy &' Computer Settings 2 e Settings 7 Firewall Settings __ ¥ Internet Explorer e: Google Chrome %j Security Patches
- g Carmputer Settings -
& Frae ' 10 o M TE \Microsaft SR F BR Microsatt SRS FH SR @ {HEE A DAY 5 18 2 R S PGS SME {51k AR
» Ly 11 e TR \Microsoft 8RS {R1HR 88 Microsoft S8R {FIARAR ¢ & 5 EH FimAti s (0F 150k 8% F & )
R | 12 [ EE \Micosot HBIAREER | Microsoft SRS FR P 1 St e s R iRADiEN (EEh)
E]E# ® 13 M IR \Microsoft SRR {SIRR 25 Microsaft 8R4 {S1ARER ¢ {E1ARER SPN B1EE kR EiR
s 14 o TR \Microsoft K 51AR 88 Microsaft SRS {RIARER ¢ &rfir 5 E{SIARAREHHEN (HiEh
A mevis Wol_ 15 [Ere RITE \Microsoft $RARAREE  [Microsoft SARATRIARES « & i res (IR A8ADE (AR H FinE &)
= gaeA o 16 20 1R TE \Microsoft HEkE 51AR 8% Microsoft 8k (SRR 4R : BHE TIERERAT * BRI E R
Oy 17 o IR TR \Microsaft ke {R1HR 88 i e = AN L £ £ i i
qu’ - a x 18 S HEBRIE AMS S M55 ¢ (MoDefaultExempt] Configure IPSec exemptions for various types of network traffic
7 ® 19 e HEBRIE MS S MSS = [KeepdliveTime) How often keep-alive packets are sent in miliseconds
- ® 20 g BRI MS S M55 [T cphdaxD ataRetransmissions] How many times unacknowledged data is retransmitted (3 recommended, 5 is default]
PR EWER o I G R M55 ¢ (Enablel CMPReditect] Allow ICMP redirects to averride OSPF generated foutes
Y. ERERES o 22 Fr i \MSS MSS ¢ [Hidden) Hide computer fram the browse list Mot Recommended except far highly secute erviranments)
— k3 23 Eoa IR rE \MSS M55 ¢ (DisablelPSourceRouting) IP source routing protection level (protects against packet spoofing)
TR 3 b3 24 o IR rE \MS S M55 ¢ (DisablelPS ourceR outing IPvE] IP source routing protection level (protects against packet spoofing)
L3 25 e T \MS S MSS = (NoNameReleasa0nDemand) Allow the computer to ignore NetBIOS name release requests except fiom WINS servers
& W L3 26 e PP \MS S MSS = (Tcphd axD ataRetransmissions IPvE] How many times unacknowledged data is retransmitted (3 recommended * 5 is default]
L » 27 e I \MS S MSS ¢ [PerformBouterDiscoven) Allow IRDP to detect and configure Default G ateway addresses [could lead ta DaS)
) mar .3 28 e PRI A MS S MSS @ [AutoReboat) Allow Windaws to automatically restart after a system crash recommendead except for highly secure enviranme,
x .3 29 e PRI A MS S MSS & [(WarningLevel) Percertage threshold for the security event log at which the system will generate & warring
L 3 a0 e M AMS S MS5 ¢ (SafeDlISsarchiMode) Enable S ate DLL search mode [recommended)
s kil ek At WGEES MSS ¢ [Autaddminlogan] Enable Autarmatic Lagon [nol recommended)
® 32 Ee et WRIER MSS5 = [AutoShareServer] Enable Administrative Shares [recommended except for highly secure enviranments)
» 33 e PP WS S MSS5 = (ScreenS averGiracePeriod] The time in seconds before the screen saver grace period expines (0 recommended)
s 34 e T\ R A SR, ¢ T M T 8 S B
b K] Eﬁ PRI S =1 E: N !ﬂ!ﬁHEHUHREMEMNEIT‘FH
x 36 e A 0 WE=T U ER N 2 Ve AR 8 o L ot cha L O -k A2 P 1, D
AL b 70 A A 2 R A A P o

TP [192.168.1. mplete | EEMEAIER .. 100%
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B Policy Sermﬂgs Settings Settings Explorer (.hro%ne L
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Account Computer User Firewsall Internet Google
1P it Policy Settings Settings Settings Explorer Chrome AR AfaiLE
1722145129 9 220 o 35 143 i} 407
89 %
172.21.63.192 9 220 ] 35 143 i} 407
89 %
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89 %
172.21.83.175 9 220 o 35 143 1] 407
B85 %
172.21.63.196 9 220 o 35 143 o} 407
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172.21.63.31 9 219 o 35 143 o 406
B& %
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B& %
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TSRS Avivel 2EE =
TERBRET A ZAE

i) B/E

FLEF Dnemet Explorer SRR ERCSTENEOR =
Interzer Explorey USR0S

Q Computer : s R : undefined

QU Computer : A iEasmRES ActiveX S TR EFET - ESNEREER undefined
Q Computer : 355 SmantScreen HET SR - HELTEENES undefined
Q Computer : #sEEaTRE -/ CD S2F2AE 0
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Rhfans GPO of TWGCB

« TWGCB= i % (7.
— Win7,Win8/(10)
— |E8/(9,10),IE11,
— Winserver2008 /(2012) AD
 HJRY o ik2 GPO:
— GCB-Windows7-gpos
* Windows7AccountPolicy
« Windows7ComputerSettings
« Windows7FirewallSettings
* Windows7UserSettings
— GCB-IE8-gpos
* InternetExplorer8ComputerSettings
* InternetExplorer8UserSettings
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Rt WMI & 35 B *

EBEWMIEBEEES o] DER —HB B T - $IEAEZIFR RS
BEIENRAE - ERAREZGPOE - DRERREES
TWGCBEABMHEH

B EHEH 5 BIEE & radiant-tech com twi\ddif\radiant-tech com tw W - 10| x|
|5 FHRRIEIE | |WMI Ehfea% It radiant-tech.com.tw
= _ﬁ fat Fp: radant-tech.com. by A |§‘T I
= (5 o

= -}F'j rad tant-tech.com. tw Ei -

@, Default Domadn Policy ' Dioinadn Controler
o WML IR FIEL]

2| Domain Controllers  IE8,9,10

B Rodient HQ  BREPCHREH

|2 | Fadiant Taipei -

5 ANE T FRServenR

o BHHE R4

E o WHI ERERR WMI B 2 WQL B =
5 Domain Controler |
& IE11

Windows 2012 Server select * from Win32_OperatingSystem where Version like "6.2%" and ProductType = "3"

ﬁ_‘ IE E g 1|:| ‘Windows 8 select * from Win32_OperatingSystem where Version like "6.29%" and ProductType = "1"
Lo ] I
ﬁ_‘ Fﬁ_ﬁPCHﬁ$ Windows Server 2008 | select * from Win32_OperatingSystem where Version like "6.1%" and ProductType = "3"
R2
% FRBYervehRd .
_E {]\ Fﬂ GEO . Windows 7 select * from Win32_OperatingSystem where Version like "6.1%" and ProductType = "1"
= _E [ 'E"" Windows Server 2008 | select * from Win32_OperatingSystem where Version like "6.0%" and ProductType = "3"

2 Rediant-Taiwen

|- Windows Vista select * from Win32_OperatingSystem where Version like "6.0%" and ProductType = "1"
e
Ijﬂ.‘ ﬁﬁﬁﬁﬂuﬁﬂ ﬂ—l Wind 2003 5 lect * from Win32_0, ingS here Version like "5.2%" and ProductT 3
= indows erver select * from Win32_OperatingSystem where Version like "5.2%" and ProductType = "3"
i BEHEREER ]

Windows XP select * from Win32_OperatingSystem where (Version like "5.1%" or Version like "5.2%") and
| | ProductType = "1"
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30

I Wing.1+lE11+Chrome (HH: 518) v1.2

279
13
33

154
30
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Account Policy 9 | Account Policy

Computer Settings 223 | Computer Settings
User Settings 8 | User Settings
Firewall Settings 35 | Firewall Settings
Internet Explorer 154 | Internet Explorer
Google Chrome 30 Google Chrome

E Win Server DC(I5H: 332} v1.3

Account Policy 8  Account Policy
Computer Settings 302 Computer Settings
User Settings 21 Firewall Settings

Firewall Settings
Internet Explorer

Google Chrome
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# 4AMOSAN GCB BFEEEEEEY

@& FHE

B {iI = #8 7| % - [ Radiant-Tech ] EECESntiES

Windows 7 + IE8 Windows 7 + {E11 Windows 8/10 + IE11 WinServer 2008/2012 DC

° EWER :

== FWNIE: U HEHEE @ Account Policy @ Computer Settings £ User Settings [ Firewall Settings @ Internet Explorer
| @ WIN-WELL-IE11-2 192.168.95.1
X i 8 % % #- [ Radiant-Tech ] WIN-Well-ie11-2.localdomain : 192.168.95.135 ....... 2017-05-02 18:10:14

i @ 9889-pC 17220105 [T (GlE L T e EE R

© B

[5] &#85 (F& Security Patches)

e A2 @ TAHE o fIF

www.radiont-advance.com.iw

Trusted fiend forever.  ss.



Rucian 43,5 B A ]

GPO2#* ¥ U% 27v4avE ?

www.radiont-advance.com.itw

Trusted fiend forever. 37



Riion: LocalGPO%# & i &

www.radiant-advance.com.tw

A LocalGPOx £ a7p 45T —34 7 cscript
LocalGPO.wsf /Restore

C:\Windouws\system32>cd “c:\Program Files\LocalGPO"

|L \Progrdm Flle \LQClePﬂquCFlpt Loculﬁpﬂ wsf /Restore

[ -
A il \Ja.\a-llh. 1\ F L l\-l\l‘lr‘\ll -J‘\.-l Lr.ni'll. P e YR &AWL o W

Copyright [El H1crnfoft Eorporatlon 1996-2001. All rights reserved.

Modifying Local Policy... this process can take a few moments.
Restoring Security Settings. ..

Restoring Administrative Template settings...

Restoring Aduvanced Audit Policy. ..

Restoring MLGPO. ..

Refreshing Local Group Policy. ..

Local Policy default values restored!
Please restart the computer to refresh the Local Policy

c:\Program Files\LocalGPO:>

Trusted friend forever.
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E HdEneER I [ |
o WEE  BTE RRO RS RAm =121 x|
&= 7plcHE
é&fﬁfﬁ'ﬁi . USGCB Account Policy
=l B # radiant-tech.com. tw = P .
5 5w B FHEEH pE | =R
= 3 radiant-tech.com.tw i radiant-tech. com. tw
@ Default Domain Policy
= Domadn Controllsrs BEEL: Domatn Admins (RADIANT-TECHDomain Adinins)
B (2] Redisnt HO -
- TSGCB Aocoust Policy 7 FER. 016/ _EF 060605
=, USGCEIES Computer Seftings 2 B 20162117 £2F 11:04:40
@ UBGCE IES User settings
m | USGCE Win? Computer Enerzy 8 &Rk 1A, 1 svsval)
Ii| TEGCE Win? Computer Settings
USGCE Win? Firewall Settings Bk L (ADY, 1 {sysvol)
Eﬁf USGCE Win¥ User Settings — LRI 3F1E9563-0FAD-4E00-85E7-1 5095262474
o WHIEREIE AR TR { }
2] Radisnt_Taipei GFO ARRERE: s -
2 AR IFRE - =
= BREHIE Rl STRE: FIFR AL
WM B
& (g AFIGRO ﬁﬂ%#ﬁ%ﬁ oI g
i K
o TR A
o FHHRREL R
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o« Locall AD GPO: * &3 %2 2 R

= S E (fZ Security Patches) = = ol Security Patches)

70- 17.68% |

a——

8 EE e TEE 8

EHIAT BR%

= M H 2 ¥ H - WIN-NGVESFEB4SA localdomain : 172.16.197.130 (EREHENE: 6)

= GPO [FElEERE 2016-02-16 14-13-39 2016-02-16 15-07-59
10 | Computer Energy Policy = BE3EERE8(1k B ) FAIL PASS
11 | Computer Energy Policy = Bi58RER({E H—BEE) FAIL PASS
12 Computer Energy Policy FEREGEDR(EAER) FAIL PASS
13 | Computer Energy Policy = 53 % f ohER R (1 I — R 0 3%) FAIL PASS
" MSS © (AutoAdminLogon) Enable
97 Computer Settings Automatic Logan (n Dtg recommended) PASS FAIL
111 | Computer Settings LURRER LB A FAIL PASS
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5 BEERN B & BetRE it § IR
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 Windows Server 2008 AD I 18 sk &~ » F 3% T 4
Bhoafie * K|gFER] R R ORBRAIZ
F4oRp o

e T H % JADSIHiEE kx> 2 X 7RG 2
Password Setting objects (PSO) -

s KABZBARMEMEEE 7 EY Idpe g —‘,!{
g8 T | > 2878 %GPOE®* 20U -

s RTFERRY TR KPR

« =Windows Server 2012 AD ¥ 241 * Active
Directory & 32 ¢ & » it o %28 f 3K o
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Rhcians ¥ im BB R PR T

B FE&HESE(Password Settings Container ; PSC)

SR E A28 (Password Settings Container,PSC)J ¥R RR SR BN
FSYSTEMJ BEET @ WEE AURFEERNEEREDH (PSO) r REREZENGE -8B
o MR EEESS -
B FEa Y (Password Settings objects ; PSO)

PSORFFIAEBREHNERINAZTEY O TERSRRERNR - ERERERS
R~ RERRRE - RAHERE..... 5 5 BESRET —ESEEL M (Multivalued
link attribute) Ak PSOEREREFE AEXEE  LHEF ERHILENEL
{E(precedence value) ALARR TS EM AEREE—BHELS E S EPSOR T EE NERAR
e
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8412 (P): [LDAP flomss sad it tech com b L B PI FJ* EIAD Sl iﬁ_ ‘F?"g‘; (ad siedit.m SC)

7 s e —— y LTl A3 | —3p K A 7
! . DC:XXXX,DC:XXXX,DC:XX

HEFE T R HEH
@ R A P (A): &= s XEcE[HE _>CN:System

Iﬁ EK“”‘E Wﬁ g %Dszflﬁiﬁn%ﬁ M [oms radiant-ch.com tw] §§N=Mamgement Password Policy — - .
B Dt DB —CN=Password Settings Container
s T i b
(B B IR (Server OB Coti —ATH p 12
|| CN=ForeignBecurityPrincipals
I [ CH=Losthnd Found
J CHN=bfanaged Service Accounts
o IR (EE A RERE R AR R E) LI ENNTLS Quates
|| CN=Program Data
[ {8 251 EYhnFEd) [ OU=Radiont_HQ

] OU=Radiant_Taipei

B[] CN=8ystem
HERET)... | I: [ Cl=hdminSDHolier
[ CH=ComPartitions

] CH=ComPartitionSets
7] CH=Defanlt Domain Palicy
] CW=Dfs-Configuration
| CH=DFSR-Globaliettings
] CH=DomainUpdates
| CH=File Replication Service
| CH=FileLinks
[ CN=IP Becuity

[ CH=MicrosoftDN3
= e Comtaines

] [ s Comta
7] CH=Folicies 72 uli)]
7] CN=FgFs TR REETHESHAR (C)
] CH=RAS and I&3 Servers eo
7] CH=Rpclervices
] CH=WinmckServices
] CH=WMIPolicy
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[ OU=BIETE B (M)
HInEEE
FRMEAER (L)
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Reci Password Settings Container

7TrPassword Settings Containeriff: X EWIEATE © T XXXXX ) (FFER)

x| X
S ETEER): Rt e
ot Undeode 5288
feE Commoin-ame
BT
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g/ NEIERE - TWGCBg#Serverz  FHEERE AR - GCBZEFE /LK

R E 12 =7E{E ¢ dd:hh:mm:ss (01:00:00:00)
T L x| B |
B D E-MindmmPassword Length B msDE-MindmmmPassword 4 ge
Y Brgy BE FHiEFERT
bt Minimum Password Length for vser accounts YA Mindmmm Password Lge for veer accomnts

BV 12| {E(V):
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aim MSDS-PSOAppliesToik Z_

FEIPSOYIfF 2 NS » 4riEmsDS-PSOAppliesTo » EFEf5E > ' EH®E | 5 " #F4H
AT H Z g FJAdministratorsEfal o (HABEERH Z£Domain Users -

CH=Radiant_HQ - A% 2x
BRI | e |
B B
B | 1 | IS THRDNEBREREER x|
msDR-MaxdmumPazs...  60:00:00:00 B msDE-PE0ApplissTo
msDE-MinimomPass...  1:00:00:00 B
msDR-MintmumPass... 12 Ex &= [ HmBIE#EED [
mDE-Ne Type < - Domain Admins radisnt-tech com. tw/Tsers CN=Domain Adming CN=TTsers,D...
msDE-PasswordComp... TRUE Administratnrs rerdiant-tech.com.tw/Biltin CN=Administrators, CN=Fuiltin,D) ...
msD8-Password Histor.. 24 ad mdntstrator rad iant-tech.com. Tl zers CW=adwniniztrator, CN=TTsers, DC=r. .
msDR-PazswordRever... FALZE

msDR-PazswordSettin... 1
mEDE-PECOAppliesTao <A1 D=01050000000000051 5000000b4 225

TI80mE Radiant HQ
objectCate gory CH=mz-D8-Password-Settings, CH=Schema, C
objectClass top; msDE-Password Sethings
object3UID S8ed0021-4588-445b-bTaa-8a0 Zele 304de
objectVersion R - 38 Windows HEFI (). | TERRE
1] | 4 Froo. |
= HEE I HLH
EMZE(F) |
E | mE | =Aw | @=E |
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msDS-PSOAppliesTo A ge & (€5 ~ FraHECERRE -
AR A REEMNH % 1{12(OV)

Bl - R 2] x]
R A e
| - EEhE - TG PR T 2 HHHEREO)... |
fiEAEE A (F):
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“RE |
EW@):  |FEeA x| | .. |
. _ T
nny:  [FEEEE 2 | ZRISHW

{2IE(T) |
T =RIEEE)

| iR el )

e ST | - I ;Q?
[wE | m»
T l G| |
F38 (RDN) fatt TEET I -
A coonint Operators rad fant-techcom.
& ad rinistrator Built-in account .. radiant-tech.com... b
H2 A dmindstratnrs radiant-tech.com...
:%ﬂ]lowed RODC Pagswor... Members in thiz ... radiant-tech.com...
:%Ea;:kup Ciperators rad iant-techcom.
&, barbetst radiant-tech.com...
&, barbet5463 radiant-tech.com...
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Report Details for RADIANT-TECH - WINSERVER2008R2 (2017-05-02 22:40:58)

W Security assessment:
#" Severe Risk (One or more critical checks failed.)

Computer name: RADIANT-TECH\WINSERVER 2008R.2
1P address: 192,168.1.48 N N
Security report name: RADIANT-TECH - WINSERVER 2008R.2 (2017-5-2 T4 10-40) ﬁﬂﬁ%*ﬁ)ﬂu
Scan date: 2017/5/2 9 10:40
Scanned with MBSA version: 2,3,2211.0 Report Details for RADIANT-TECH - WINSERVER2008R2 (2017-05-02 22:41:24)
Catalog synchronization date: Security assessment:
Security update catalog: Microsaft Update Incomplete Scan (Could not complete one or more requested checks.)
Computer name: RADIANT-TECHWINSERVER2008R.2
Sort Order: |Scnre (worst first) = I N 1P address: 192,168, 1.48
1 O 9 @ 5%%5*{'2@ Security report name: RADIANT-TECH - WINSERVER2008R2 (2017-5-2 F4F 10-41)
Security Update Scan Results <J 7w = Scan date: 2017/5/2 T2 10:41
5 d with MBSA version: 2.3.2211.0
Score Issue Result Catalog synchronization date:
N, N
ﬂ Windows 109 security updates are missing. 2 service packs or update rollups are missing. M‘ﬁﬁ
Sesumiy T e Sort Order: W %
Updates -
&  Developer Mo security updates are missing, Security Update Scan Results
Tools, What was scanned  Result details Score Issue Result
Runtimes, and : - - -
Redistributables ! Security Cannot contact Windows Update Agent on target computer, possibly due to firewall settings.
Security Updates What was scanned How to correct this
Updates
. ; Windows Scan Results
9 5QL Server Ma security updates are missing.
Security What was scanned  Result details Administrative Vulnerabilities
Updates
Score  Issue Result
Windows Scan Results * Automatic Updates are not automatically downloaded or installed on this computer.
Updates What was scanned How to correct this
Administrative Vulnerabilities * Incomplete A previous software update installation was not completed. You must restart your computer to finish the in
) Updates What was scanned How to correct this
Score Issue Result L] Password Some user accounts (2 of 3) have non-expiring passwords.
# Automatic Updates are not automatically downloaded or installed on this computer, EWFEUOH '\-‘J'I?at was scanne.d Result dei?'ails How to correct this
Updates What was scanned How to correct this o ﬁ:gi{:{rs This check was skipped because it cannot be done remotely.
Ll Incomplete A previous software update installation was not completed, You must restart your computer to finish the i
Updates What was scanned Haow to correct this
sl Password Some user accounts (2 of 3) have non-expiring passwords,
Expiration What was scanned  Result details  How to correct this
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EEFE: weckd VULNERABILITY
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i B e
1 | 7-Zip9.20
1 | Adobe Flash Player 11 Plugin 11.9.900.170
1 | Adobe Flash Player 16 ActiveX 16.0.0.235
i Adobe Reader Xl (11.0.10) - Chinese Traditional 11.0.10
1 | Backup Folder Sync 1.34
1 | BDE ENT 5.141
1 | Boost Libraries for C3+Builder XE2 9.0
1 | CCleaner 4.00
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¥ #E8F 41 & #E- [ VM ] WIN7-64.home : 192.168.0.3 - 2015-02-21 13-26-38

eI fivs HEAT =
g‘licmsof‘t
emaote
135 Procedure Call 0
(RPC] service
MAC Address: 00-0C-29-DE-B2-3D
NIC Vendor: VMware, Inc.
Marne Table: WIN7-64 &EL{]&? EInUNIQUEEgL @13 HOME &l 08gn&inGROUPEEL @13 WINT-64 &5 208gn &InUNIQUESeL @13 HOME
&It 1ERar &l GROUPEsL@
METEIOS Name Probe Hex: x04x80hxFOxS4x00x00x00x00x01 0 0eD0x 000022 0xd 2edB@A 3 2 Toed 13 1 oed d 20 T e T oed Toed el Ted T e e D e e e U e 1 @1 3
137 i x4 e Ted 104 e e T e T T e 10 T 1 e 1 0 1 000 0@ 1 3 22125000001 00 D0 D00 00 D00 7 7 5083 Ted O Ex3 72D 36@ 13 1
3340 2002 0 2 0 2 02 02 B 202 O D00 04 00 B FaeA Dic 5@ 3 %02 0 2 0 2 02 0 2 0 202 0 2 0 20 20 2 0 00 B A 00 57 49@ 1 3
#4Ex 3722 Dx36x34x 2 0202 02 02020 2 00 2002 0 0 00@ 1 3 30 B Foed Doed 5 202 00 2 O 202 0 2006 200 2 0 20 2020 TE@T 3
%8 00x00x0Cx2 9xDExE9x3 Dx00x00x00x00:x00:x00x00::00@13 x0000x00x00x00x00:x00x00x00x00:00x00x00x00x00x00@13
3000 000 0 0x D0 0 00 0D 000 x 00000000 D0 0000
Probe Text: ... CKAAAAAAAAAAAAAAAAAAAALALAAAARAA. L .. wWWINT-04 . HOME ..WINT-64 . HOME .....J. St mnssmsassmmasssssiniass
METBIOS Seszsion
138 Service 0
445 MicrosofeDS Native O5: Windows 7 Home Basic 7601 Service Pack 1 0

Native LAN Manager: Windows 7 Home Basic 6.1
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friE 192.168.03 £5 WINT-64home 81 2015-02-21 13-26-38

B BREH 1] REE
[T Ml O memeesaissisg i B #sas: @
[T Mlzs O zmemeEceness R B miem: @
[T Ml s O senoEmmmesgs R B soam: @
[T Ml O weneemmess FE B #isams @
[T Ell sz O misre®s - Administator w2 v aEw#
[0 Elss O sTess - cues wex -] mew#
[T Ml ss O Fesimmmsm wex | uwd
(I [l s:= Q ws11-059:Data Access Components PRI ¢ BT H & s HERS TS (2560656) s B g o
(I sz Q vs11-085:Windows Mail 0 Windows Meeting SpacesPRu a4 EI TS & L 2FRensn  THZSAT8 (2620704) s B g &
[T Elss O ms12-001wWindows 0 SIS RS2 AT AR L TEEENR (2624615) U B Y
[T Tl se O msi2013:0 shiTps e EeaE = s AR TR & i HERaTRAS (2652428) won o] aew¥
[T M5z © mst1-025:Microsoft Foundation Class (MFC) s B ATz 2 MMM ALE S HEIMEATIZ S (2500212) w2 o] aew¥
- [
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pokne Uea Hpe Hs Be HiE B8

B fir 55 26 5l =k - [ At ]

mRE LoETEE E3-
[T Mllzs < semeomssiasin FSERVER, .
112.104.105.116
ate’. home, :
02.168.0.6
2core-win’d, 1
25.127.19.241
[T Tl A zeseevEtsssss FSERVER, :
112.104.105.116
ate’. home, 1
02.168.0.6
2core-win?, 1
25.127.19.241
[T Ml QO wEmssmmpsss FSERVER, :
112.104.102.116
ated.hame, 1
02.168.0.6
2core-wind,

25.127.19.241 L

[T Mz O zeesemnmes 2core-win, .
25127.19.241

[T Ml QpEsreing FSERVER, s
112.104.105.116
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Al 10 &= BRI

192,168,285

192, 168, 2040

192,168,250

192, 168, 2,97

192, 168.2. 100

192, 165, 2. 116

192, 168.2.10

192, 168, 2,17

192, 168.2.215

192, 165, 2.247

Top 10 Most Wulnerable Hosts

[P

FIFTHEMERFD - {ip

Telunet ARTE

g H

LI

B

Hil 10 59860

L P

15

Windows 2000 $RRRTSEE
INE FERTEEY
HEFTIERERT SIMP 3325
Bl HTTP ERGT &
FIFTEERIERTFE - adnin
Linuz spe mountd 455
E4 FTP RA

FTP SR

13

12

12

1
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22

21 22 23 25 &0

VESEREEIEA T AR

FornasaAuditor

28

14
13

161 443 445

13
I 10
515 631

1025 3260

3306 339 SA00 9100

Hindaws XP

Hindows Seruer 2003

Cant0s Linux

RICOH Print Seruer

Hindows

FUJT Print Seruer

Unix

Windows 2000

HP Print Serusr

EPSON Print Serusr

SHARP Print Seruer

Internet Camera

Samsung Print Seruer
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wion: DVMS 2.0% £58 (#cHi%iE )

fefitexe ~ msi » msuFxmIfEEIREE » TIBFFRREEEE » T EIERETTRE

it MS15-034(KB3042553 : x64 BT Windows 7 B2 E)

WSS Windows6.1-KB3042553-x64.msu jquiet /norestart
BESS:  Windows6.1-KB3042553-x64.msu Juninstall /quiet [norestart
BIGE:

wa|

msi MERFSWH: fle.msi /quiet

msi WSS %SystemPootIb\msiexec.exs [uninstall file.msi /quiet
msi HEER W %SystemBoot¥e\msiexec.exe /fa file.msi /quiet

exe WEE/EREGSH: fle.exe /verysilent

.exe WERRHSIH]: %ProgramFiles¥s\ EA%E E#\unins000.exe /verysilent
LB @S %ProgramFiles%\EHERESR \ EHNRRMESHE

12 of 12
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A | 23 |

< o FREAEG (BERS) RSN | 8 YREAR (2BER) RERE

- BiERE ERRI © ¢ IREER
@ = g (JUST GUESSING): Windows 7,

@ T WIN7-YUYUYU Server 2008 R2 (x64)

@ 9 WIN7X32-GCB-MAC Windows 7 Pro 7601 SP 1

Showing 1 to 2 of 2 entries

WITEREA RES<: o REK o Bl FRENBEC BT
k%X FGCB_setup-Radiant-Tech_20160521.msi
ik veredist_x64 (KB2467173).exe

JRi% JavaSetup8u121.exe 4MOSAn Sec\::!r;_ gf?{,‘.?&“gy Co., Ltd.
&% Windows6.1-KB2536275-x64.msu :

MS11-048-x86.msu
MS11-059x64.msu

iK% install_flash_player_ax.exe
MS11-059x86.msu

MS11-060 2007x86-glb.exe
MS11-0602010-x64-glb.exe
MS11-0730ffice2010-x64-glb.exe

MS15-034(KB3042553 : x64 R&Ef Windows 7 RE{EEZ) |
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R £ EREZ AL

ZEiR/%E% 1050204 / 105 FVUREBIGEAS T [E L ESLLIERIEZE
F R 2 ¥ (Government Configuration Baseline » GCB)

6 145 |4MOSAnN GCB Doctor ¢ 3= ¢ & & st 243,249
6 146 AZI\E{I%SQ}E%%BZE&dor PC %3 # e 243,249
6 147 étl\ﬁ/lf%sgr%%g%%))ctor Windows Server % =3 - % 243,249
6 | 148 MOLGPLINR AL TRILIEE)  ssom
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R £ EREZ AL

FEI/FE4 0 1050204 / 105 FrUREREHAR L EFEZREE

A 473" 33 BdF 4w & g 72 (Distributed Vulnerability Management System)

oY

6 154 |[AMOSAN & $xs 33 8 p ¥ s b Sfille 243,249

6 | 155 [(MQSAN L ISE ME R A ST 162,031

v oo %5 2, ¢ “ S,
s = ~
A g‘b’ NI P
R el I 1256 & ¢ N r 48,325
s Y3 > -5
6 156 |(,% se¥# =34 v ¥ & 32 i BB IRV Lk Bk ,
Z
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RIFRHRELY 3
FERESUP
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Reee  mgrw
e GCBaEk T_%& IE")% FR 2§" IE")g =7 ?é'ﬁﬁujgvlglfb e (77
o ATk AT R L RpE - (TWGCB)E Z it 2 pF 2

o S ¥ GCBEAZY > BT A3 EE N 7K
T_7

r—‘]fTTtﬁ A )\:})‘W”’]? ’ ]E_:.F. /J ,,vu ‘Q ._JWInlO ’ ’»d‘
f@;mGCBlFFE:’é l/r,l’ o

WIin7GCB+ = * AWIinl0&t 3] §4eim o
o M EGCBra B I L F 7
° Eﬁt}ﬁ—ﬁﬁf&é%)\%t ’ &F’Eou/ﬁ'ﬁo Fﬁigp :%f?’f)
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