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+—Creating New Value Proposition

New New New
Customers Partners Competition
New Business Model
New Digital New Business
Platforms New Operational Ecosystems
Risks
New New Capabilities New
Incentives Governance
New Resources
New Operating Model
New Scalability New Long/Short
Needs Term Balance
New Service Models
New Financial Model
. N " L \ . N N Source: Gartner L. . . .. .
Source : IDC Worldwide Semiannual Digital Transformation Spending Guide. et Source : Gartner - Digital Transformation Starts With Redefining Your Value Proposition
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Automated visibility
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Single Sign On 2RMREHEEE
802.1x Trusted Endpoint
Multi Factor Trusted Identity MO CONNEM Trusted Server
Authentication 5 o5 2015 0]{5 Trusted Network

Network Services Orchestrator

4 BERBERE ﬁ_ O)J 1S

Internal App baselines
Trusted Servi esJ
Trusted Access
Secure Administration

SEES SECLlrit‘y’ baselines
? I = e
Devices MEHEQEIIIEﬂt

laaS security baselines
Software-Defined Access
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Never trust, Always verify

Jericho Forum
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De-perimiterization

An international group of
corporate CISOs and vendors
(Cisco hosted initial meeting)

Focused on solving
“de-perimiterization” problem

Early output calling for “the
need for trust”

Forrester coined Zero Trust.
NGFW biased

Google cloud first ZT arch,
BeyondCorp

Forrester then expands to Zero
Trust eXtended

ﬂl! - :1'5' * IL;\E *EEILJ\

by John Kindervag, 2010

lized
The industry has
largely accepted

Zero Trust
Architecture as

the general term

Customer Interest



The Five-Step Methodology

Map the
transaction flows

Define your
protect surface

SEERBZOTH
AdEs 0 ERIE (SG)
Az O ELZ 5 (MCAP)
Shel
ERHRENARES (DAN)

SG  :Segmentation Gateway

MCAP : Micro Core and Perimeter

DAN :Data Acquisition Network

NAV : Network Analysis and Visibility
SIM :Security Information Management

Zero Trust network

Architecta Create the

Zero Trust policy

EEZERE Rz AT

Source : Palo Alto Networks

Monitor and
maintain the network

Source : Forrester’s

E—' 'WLMQ’AP _Ié?gl

~T -

arps RPN

MCAP
cip RO
MCAP  BPE R

SIM NAV

server | DAN MCAP

=

élser MCAP

WWW MCAP
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Zero trust here

\ Identify ' Protect Detect Respond  Recover
RithfEwiE
Applications -
Networ -
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Users
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BEZMh
Cybersecurity Assessment

BEZEIEARSEE RS
Incident Response Team

BEBERE
Threat Intelligence Sharing

BZEEER
Cybersecurity Training
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NIST CSF, ISO 27001,27701
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Focus of Cyber-Risk Mitigation Activities Among Top Performers
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( Cybersecurity Framework - CSF) A& L2/
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Function Function Category Category
Unigque Unigue
Identifier Identifier

Identify IDAM | Asset Management
IDBE | Business Environment FEFSEESR
ID.GV Governance
IDEA Rick Assessment g* ~l$§(é"%ﬁ§§1t
IDRM | Risk Management Strategy B fg ﬁg jj
ID.SC Supply Chain Risk Management

Protect PRAC | Identity Management and Access Control
PRAT Awareness and Training
FRDS Data Security
PR.IP Information Protection Processes and Procedurss
PEMA Maintenance
PRPT Protective Technology

Detect DEAE | Anomalies and Events

DE.CM Security Continuous Monitoring
DEDP Detection Processes

Respond RSREP | Response Planning ﬁ r z‘s*EE F? s
RSCO | Communications i
RSAN | Amayes Eﬂﬁfﬁ p:EE=3
RsMI Mitigation .m ﬁ i %
RSIM Improvements

Recover RCRP | Recovery Planning
RC.IM Improvements
RC.CO Communications
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BEER - RHMNE
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Dimensions of information value

Max
A Time (t)

Vie=fim, t, c} Volume presents
' ' information value
Pz

Vinf

Max
- * : >
Costs of information Meaning in
production or business (m)

reconstruction (¢)

Max



Basic process for estimating risk-based return on investment

Bypass rates for each security solution
and incident type pair

v

Observed damages from Net bypass rate for each incident type
each incident type integrated over all security solutions

Observed damages from
all incident types

solutions were in place

o

Cost for all I Risk avoided and residual risk |

Baseline scenario if no security I

security solutions for all incident types

~,

Net benefit
Risk-based ROI




Innovation 1
l _'mp"“ﬂ-l!’ | | Potentially under
Data (incl. personal) | | direct aftack .

Intangible Quality of service J B
S |
Brand Potentially lost/
human capital mmnlaqw-
Oroanisational
Assets |_coplt J

Current
Assets  Value of shares }WW

as indirect conseqguence of a
Tangible ‘—J Cashondepost | | cyber-atiack
Fixed Assets (Land,

HERMENEUT Fosifowsie R, | Normaty not subject 1

° - " -attacks
impact tree me—— Machinery, Equipments, etc) | | Yo"

Impact Before-the-attack status restoration (service, data, etc.)
Cyber-security restoration/improvement
Legaliitigation costs and attomey fees
Notification and regulatory compliance costs
Liability costs
Customer breach notification costs
Attack-related costs Post-breach customer protection costs
Public relations
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Losses generated to a Private Healthcare Provider by a Phishing attack with cash stolen.

Phishing
=
E @ Private Healthcare Provider
E z
o
w 4 i
g
8
E 3 ‘ Cash stolen ]
= ( ( + o J e "N
a

v v v

]

LT

Reputation

[ el )| k it }._

Company's

Organisational A
Capital d

operational
‘ capacity

Key Competences by M
& Human Capital

Current assets

z Loss of S Public L, S
e revenues relations ;
[}
o 4
5 L
ost customer Increased
< recovery Security Lia bility

Legal/litigation

Notification
and regulatory
compliance




Information Asset Valuation Method for Information
Technology Security Risk Assessment

Financial e revenues / employee (S)

Focus e revenues from new customers / total
revenue ($)

e profits resulting from new business

HISTORY Financial Focus operations ($)
Customer e days spent visiting customers (#)
A Focus e ratio of sales contacts to sales closed (%)
Customer Human Process e number of customers gained versus lost (%)
TODAY :
Focus Focus Focus Process Focus | e PCs/employee (#)

e [T capacity — CPU (#)

de) [enjoay

e processing time (#)
:g’:qﬂﬂ' Renewal & Development Focus Renewal and e satistied employee index (#)
7E Development | e training expense / administrative expense
Focus (%)

e average age of patents (#)

Human Focus | e managers with advanced degrees (%)
e annual turnover of staft (%)

e leadership index (%)
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Thank you for listening.



