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BRIRIR: https://medium.com/cycraft/ taiwan-high-tech-ecosystem-targeted-by-foreign-apt-group-5473d2ad8730
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Big-Game Hunters Use APT Tactics companies 1in Taiwan during
pandemic
Powertech (j] ﬁ‘],) Notebook giant Compal Electronics and Advantech among targets: CTWANT

D IEm G O D

By Matthew Strong, Taiwan News, Staff Writer
) 2020/12/09 14:07

MIRLE(8217)
Unimicron(fRELIE
Garmin({=HR)
Golden Bridge(£13)

Compal Electronics (1)

Advantech Co., Ltd (BffZE) 7
Foxconn Technology Group(J§;&) 4
Quanta Computer Inc. (B#) ' ]
Acer Incorporated ( 2& ) ’ '
GIGABYTE Technology ( #% )
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Datal_eakage PrintNightmare M1mikatz
SQLInjection WebShell XSS

Phishing APT  FExnloit
EternalBlue pZeropay

Cryptomining v1rus
SupplyChainAtack — R gnsomware

JuicyPotato ZeroLO gon

BEC Malware
MIRAI Worm PtH
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= ZhEEZRCDM
Cyber Defense Matrix



(RELAE R IR AT ENEY)

You can't manage what you don't measure.

=B 7K F s ( Peter Drucker )
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SQL Injection, Phishing Email, AD
Exploit, Lateral movement, APT
Malware, Ransomware

= 2 o B AR 75

AntiVirus, DLP, IDS, Firewall,
EDR/MDR, SOC, Forensics, Risk

Assessment
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ISO 270XX, ISMS
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#8758 : MITRE ATT&CK Bz2& A RFIAMNES

Reconnaissance
10 techniques

Resource Development
7 techniques

Initial Access
2 techniques

Execution
12 techniques

Persistence
19 techniques

Privilege Escalation
3techniques

Defense Evasion
33 techniques

Credential Access
15 techniques

Discovery
27 techniques

Lateral Move ment
3 techniques

Collection

17 techniques 16 techniques

Command and Control

Exfiltration
2 techniques

O
N

Impact
13 techniques

Artiee Snning .,

Gather Yictim Host
Infarmation ,

Gather Victin ety
Infarmation ;.

isather Victim Metwork
Information ;...

Gather Yitin Org
nfarmation ;.

Phishing for Infarm atian ;..
Seanch Cosed Soues ;.

Search Qpen Technial
Dambases g

SearchOpen
Webstes Domains ; .,

Search Victim -Cwned Websites

Anquine Infrastructure
Ciom prom ise Aeourts .

Com prom iz
infrastructure .

Develop Capabiliies
Establish Acoounts ;.
OttainCapabilities ;..
Stage Capabilities o,

Dt~ by Com prom is= Com mandand Scripting
Inerpratar .

Esphoit Public- Facing
Appliation

Extermal Rem ote Sarvices

Hardwa re Additions

Container Adm inistation
Command

Depky Comtainar
Phishing ﬂ B o cliet
Repliation Though Inter-Process
Remova ble Media Com m uniation ;...
Mathee API

Scheduled Tasky )b, -,
Shared Modukes

Software Deploym e Tooks
System Servies

Lsar Bxacution,; .

Supply € fain I

Com prom e,

Trusted Reltionship

alid Aocoums ;. n

Windowes Maragement
Instrum em@tion

Aot Ma riputstion ., n
BITS bobs

Boot or Logon Autcetart
Esacution .,

Beot o Logon It liztion
SCriptS oy

Broweser Extensions

Com prom is=C lient
Safteare Birary

Create Agoount ;..
Create or Modify System
PIOCESS

Event Triggered

Es=cution ;. ¢,

Extarmal fem ote Sanvices
Higck Execution Flow ;1
Implant Imermal Image

Modify Authentication
Process .

Office Application
SERMUp o,
Pre-0S Boot
Scheduled Tazk/lob o
Server Softwarne
Componert ..,

Trattic Sigraling 1,

Abusa Elesation Control
Mectaniem .,

Agess Toben
Waripustion , .

Boot or Logon Autostart
Eescution

Boot or Logon Initialization
SErpts

Create or Modify Systen
Frocess, .

Domain Policy
Wodification .,

Es@petoHost

Evert Triggened
Esecution 5,

E&Ttaiéﬁn for Privilege
Hijach Execution Flow . 1,
Provess Infction ;.. .,
Scheduled Taskflob o,

Abuse Elevation Control
Mectanim .,

Amness Taken Maripulation
BITS Jabs
Buikd Image on Host

Deobfusats/ Decnds Files or
Inform ation

Deplky Container

Direct Wolum e Aocess

Domain Policy Modification .,
Eaecution Gua ks .,
Exphiation for Defense Bvasion

File and Directory Perm issions
Modification ;..

Hidke Artitacts .
Hijack Everution Flowe 1,
Im pair Defienses ;.-
Indicator Remaealon Host ..
Indinect Com mand Bsscution
Masquermding .,

Madify Authentication
Process .

Modify Cloud Com pute
Infrastructure ;)

Maclify Registry
Mhodify System mage ;.
Metwork Boundary Bridging ;.

Obfuscated Fikes or
Information ;...

Pre-015 Boct 4,

Process Infection .,

Rogue Domain Comtrolier

Riootkit

i

Siged Seript Proy Bsecution .
Subwert Trust Cartroks .,
Tem plte Injection

Traffic Sigraling 1,

Trusted Devaboper Utilities Prasy
Eeecution ;..

UnussdUnsupportsd Claud
fiegions

Us= Altermate Authentication
Materal ;.

Valid Aooums .,

VirtLa lztiony Sandbex
Bvasion s,

Weaken Encryption .,
KL Script Processing

HP

Brute Faroe ;.

Credentiksfom
Paszmond Stoes

Exploitation for C redentia |
Acoess

Fonced Authentiation

Foige Web
Créentizks o,

Input Captune ;..
Mai-in-the- Middke .,

Modify Authentization
TOCEES gy

Metwork Sniffing

Q5 Credental

Dum ping ;.

Steal Appliation Acosss

Token

Stealor Forge Kerbeios
kS gy

Stea lWish SeezinnCookie

Ancourt Disowery
Appliction Window Discowery
Ercwesar Bookm ark Discovery
Cloud Infrastrusture Dissovery
Cloud Sarvicz Dashbeard

Cloud Service Dissavery

Conainerand Resourss
Disecwery

Domain Trust Disaovery

Fileand Directory Discovery

Metwork Service Sanning

Metwiork Sha re Discovery
Metwork Sniffing

Pazswoid Palicy Discowery

Peripharm| Devioe Disoovery

Parm ision Groups Disaovery o,

Process Dissovary

Two-Factor

(Cuery Registry

Intercaption

Unsecured
Credentizk,; -,

Ramate System Discavery

System Lacatian Dissovery

g(shem Metwork Comfiguration
MEOEVRIY 1

g(s\Em Metwork Connections
vy

Systam Owner/Usar Discovery
System Service Discovery

System Time Disoovery

Wirtalzation, sandboe
S0z,

Softeane Disoovery
System Imfamation Dissvary

ﬂ Exphitationof femate
Sarvices

Archive Collectsd Data ., ﬂ Appliztion Layer

AudicCapture Ll

Int=rral

[Latera! Tool Tmnsfer

Remate Sevice Session
Hicking ;-

Remote Serices .

Replication Through
Reﬁmwable Ma:ll';g

Safteare Deployment
Tk
Taint StaredComen

L= Afermate
Authentiation
Matzr@l, .,

& cllection
Clipbeard Data

Cata from Cloud Storage
Objeret

Com m unition Thrugh
| Femoable Meda
Data Enzocling, 7,
Data Gbfussation
Dfran e Resolution .
EncryptedChannel,y ..
FallbackC hanneks

Data from Configumtion
Repasitory .z

Data from Information

Repositories gy,

Ingess Tool Tra nsfer

Dat from Lo | System

Mutti-Smge Clannek

Cat from Metwark Shaned
Drive

Mon-Application Layer
Protocol

Data from Removable
Media Mon-Standard Part

Data Staged, ., Frotoend
EmailCollection 5 .,
Input Capture ;.\,
Man in the Broweser Taffic Sgraling .,
Man-in-the-Midde ;. u Mish Senvioe;
Screen Capture

\ideo Capture

Automated
Exfitration ..,

Data Tansfer Sime Lim its

Exfitration Ower
Alterratioe Protoenl .,

Erfiltration Sver £2
Channei

Exfiltration Over Sther
Histevark Medium

Exfiltrartion Ower Physical
Wherdium ;..\

Edfiltration Over Web
Semvie

Scheduled Tansfer
Tansfer Data o Cloud
Aocount

Aceourt Ancess Removal
Data Destrurtion

Data Encrypted for Im pact
Datm Manipution,; ..
Defacement .,

Disk Wipe ;o0

Endpeint Dieriial of
SevioR

Firm ware Cornuption
Inhibit System Reccwery

Netwark Denial of
Semley

Resource Higcking
Sarvice Stop
Sstem Shutdown/Reboot
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EZFHIRTERELZEREZRE Sounil Yu FTIE H 1748 A OWASP (2016)
CDM (Cyber Defense Matrix) FH—1[& 5x5 RYZEFEPTH#E AL -
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Cyber Defense Matrix & % PhEHE2SS

Identify Protect Detect Respond Recover

X | S [=]

Iﬁ“é'.‘llf:‘lﬂxl] 1B ;'EQIEI

Degree of RrYSYs(oe}) People
Dependency

ERIHR: https://owasp.org/www-project-cyber-defense-matrix
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Degree of Technology People
Dependency Process
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Identify Protect Detect Respond Recover

< &

vats ‘- 1§

Degree of RrYSYs(oe}) People
Dependency Process

ERARR:https://owasp.org/www-project-cyber-defense-matrix
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MmE 0%~100% RAYIBIE
FRIEBE EXEF T

ERIHR: https://owasp.org/www-project-cyber-defense-matrix




Identify

Devices
Applications
Networks

Data

M:(CNel Technology
Dependency

ERIHR: https://owasp.org/www-project-cyber-defense-matrix

Protect Detect Respond Recover

Email Gateway

AR A

MDR

Pentration Testing

I
People



Identify Protect Detect Respond Recover

Devices| =&EHE i 25 ﬁi S e
Networks | HBEEIE A EE R e A8 % {531 £ o] -

» 1%
Data i EHDE

ABB% | BB g
USeTS  emmm | smzmm  OROW

Degree of Yl tellolel;
Dependency Process

ERIHR: https://owasp.org/www-project-cyber-defense-matrix




Case : (BRI EIEHIRENTEESPIEER

Identify Protect Detect Respond Recover

Networks | #HIEEE HA BB RHRE : %%“EﬁﬁﬁFﬂ
,AZiﬁ.

B asE _,:‘,\ ::*
Data BN 82 R e

BB HEIE
USES smpm  smrme

Degree of Yl tellolel;
Dependency

ERIHR: https://owasp.org/www-project-cyber-defense-matrix



Case : (B2 th) A2 LHEH G+ IE mE+21FR

Respond Recover

Devices
Applications
Networks

Data

Degree of Yl tellolel;
Dependency

BRI https: //owasp org/www prOJect cyber-defense-matrix
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IR &R AECDM

Use Case 6: Understand how to balance
your portfolio without breaking the bank

identify Protect Detect Respond Recover

Devices $50 | $100

Applications $50 $100
Networks 5100

Data

Users $50
Total| $200 $200 $250 5150 $200

18

ERIZER https://www.linkedin.com/in/sounil

Total

$200 |
$300 |
§250 |
$150 |
$100 |

51000
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BE =S A0 EE

BREZURSENSERET] -
EEYSELS
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FREZ10HE - &SI

SOMEBEOURES - RAUATRERMHESH
# MDR - SOC - BIBEE - EZWP - BUIES - SRFHAD R SEZRHE -
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‘ RiskINT (Darkweb)

A EER R A .
225 ) A E B CTI Risk
BE S48
. —P&ER (Health Check & RiskINT) CyberTotaI
S —— N Network I\ AN BEZRBRBRRES
THEZ#:2 (b= s @ < -‘g’ll<
i G [ Pae B2 B MR B
ThreatWALL Elygffgfgﬁ?ﬂli
,.,_— = Rﬁ‘ﬁ% N 1ED 6 THE 7]

+ S TP&ER (MDR Service) HEREEARE =) e
b 21519 In B4 18 0| B2 B 22 rkv |
RISy IS E = CyCarrier

7 BENES T RS

- 55=#ER# (Threat Wall) - g!:) ,{@}4

FEIFﬁ\E /~A/ H:Eﬁlzﬂu_.\ u I%?K I} X SOC
Xensor l MDR B2 &)

- ZEMEPHER (CyberTotal) EDR s IR

AR EEEINELHBIBRIENE fcp?\




Mapping CyCraft to CDM

Identify @ Protect = Detect Respond Recover

PN
GO Xensor Protect

Devices
Applications
Networks

Data

users
Account Analytics (UBA)

Degree of Yl tellolel;
Dependency

ERIHR: https://owasp.org/www-project-cyber-defense-matrix
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